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Service Disabled Veteran Owned Small Business

Introduction to Coalfire Government Systems - Professional Security Services

CGS specializes in meeting the unique information security needs and budget constraints of the
government and commercial sectors. Within our realm of expertise, CGS provides professional security
services that bring real value to our partners. We employ rigorous quality assurance to ensure that all
project tasks are completed to the highest standards and meet the client’s requirements.

Professional Services Advantage of CGS

With a winning combination of qualifications and experience backed by deep skills in IT Security, IT Audit
and Compliance, as well as IT Forensics, CGS is a capable and responsive partner. Our emergency
planning consulting practice has guided many communities in the implementation of a risk management
capability that meets best practices and regulatory requirements. As more government contracts
specify the inclusion of Service Disabled Veteran Owned Small Business Concerns (SDVO SBC),
contractors are seeking organizations that both meet the legal requirements of a SDVOSB and have the
requisite skills to provide value added services.

CGS Government Experience

CGS has successfully completed more than a hundred public sector engagements as a prime and sub-
contractor for federal, state and county government organizations, airports and healthcare
organizations. With the rapidly escalating demand for cyber security safeguards within federal and state
programs, CGS has developed a proven engagement model for IT security, audit & compliance and
forensics. With delivery capability in Colorado, Washington, New York and California, CGS has the
ability to support public sector projects throughout the United States.

Sample of Solutions Provided

Client Services

Federal / National Park Service e Payment Card Data Security Standard — testing and consulting
Commercial (Department of Interior)
Ball Corp e |T security program development, internal & external penetration testing

Architect of the Capital (USA) e Payment Card Data Security Standard — testing and consulting
Central Arizona Project Internal & external penetration testing, social engineering

State State of Mississippi e SCADA Workshop for Governors Energy Office
State of Arizona e Business Case for Statewide Security Office, IT Security Assessments
State of Arkansas o |T security review and risk assessment of the security practices within ADE
(Dept of Education) and the Arkansas Public School Computer Network (APSCN)
State of California e Coalfire provided the State Bar of California a comprehensive network
(Administrator of Courts) security assessment, to include social engineering, policy and procedure

review and a risk assessment to NIST 800-30 standards

City/County  Denver International Airport e Incident response support, IT security program development

Eagle, Huerfano, Grand, Pitkin, e Pre-Disaster Mitigation Planning (PDMP)

(Counties in Colorado)

City of Bellevue (WA)

County of Maui (Hawaii)
Education University of Alaska

University of Colorado

California State University

IT Security Audit

Internal IT Security Assessment

Security controls analysis, technical validation & security plan/roadmap
PCl strategy and testing - technical, procedural and physical controls

IT Security Assessment to NIST SP 800-30 standards & IT security plan
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CGS Services and Applicable NAICS Codes

IT Security Consulting (541690)

IT Audit & Compliance (541990)

IT Forensic Investigation (541380)

Security Assessment
Risk Assessment
Policy Development

Training (624310)

e Emergency Preparedness
(922190)

e Incident Response / Disaster
Recovery Planning (541519)

CGS Key Executives

Harley Rinerson - President
Retired United States Army Officer

John Mencer - Vice President
Retired Supervisory Special Agent
of the FBI; former Executive
Director, Colorado Emergency
Preparedness Partnership

Coalfire Government Systems
STE- B-4124

558 Castle Pines Parkway
Castle Rock, CO 80108-4608

888 999-6006

303 506 7220
www.coalfiregs.com

email : jmencer@coalfiregs.co

IT Security System Integration

IT Audit

Compliance Assessment
FISMA Accreditation

GLBA

HIPAA and HITEC

Payment Card industry (PCl)
Compliance Planning

Incident Response Support
Data Recovery

Digital Forensic Investigation
Litigation Support

Expert Testimony
Penetration Testing
Application Review

Masters Business Administration, Colorado State University

Masters Military Arts & Science, Command & General Staff College
Bachelors of Science, Biology, University of South Dakota

Certified Information Security Manager (CISM), Cert # 0403929
Certified in Governance of Enterprise IT (CGEIT), Cert # 0902615
Former President — Denver Chapter of the FBI’s InfraGard Alliance
Member Multi State Information Sharing & Analysis Center (MS-ISAC)
Former Chief Information Security Officer (CISO) State of Colorado
Current Top Secret/SCl clearance

Juris Doctor Degree, Vermont Law School

Masters of Science, College of Financial Planning

Bachelors of Arts, History/English, LaSalle University

Expertise in Computer Crimes, Critical Infrastructure Protection,
Terrorism, Foreign Counter Intelligence, White Collar Crime and
Privacy Law

Founded the Denver Chapter of InfraGard

Co-founded the Colorado Regional Computer Forensic Laboratory
Past Private Sector member, Governor’s Homeland Security Advisory
Committee, State of Colorado

Recent past Chairman, Former Agents Foundation of the Society of
Former Special Agents of the FBI

DOJ Top Secret clearance capable

Compliance

Payment Card

; ) Emergency
Industry AR Management Project
Compliance Exumination Strategic Planning Management

IT Security @ Audit ©@ Compliance @ Forensics @ Emergency Management
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